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Module Aims

	Forensic investigation involves the preservation, analysis, interpretation, and presentation of digital evidence of computer misuse. The outcome should be persuasive conclusions based on factual evidence. Such investigation requires technical expertise to find and interpret the evidence and good communication skills to explain the conclusions to laypeople.

This module provides a practical overview of the hardware and operating system associated with a modern PC system, examines threats to PC security and basic counter-measures, and develops skills in the extraction, analysis and presentation of evidence from an IT system.

The module aims

1. To familiarise students with the architecture of a modern PC system.

2. To provide experience of the key elements of an operating system.

3. To introduce common PC attacks and defences

4. To develop basic skills in forensic investigation.

5. To provide practice in the explanation of technical ideas to non-technical readers


MODULE Content

	PC fundamentals 

Components of a PC and their interaction, basic electrical safety, removing hard drives.

Operating Systems

DOS, Windows, the file system (including system files, attributes, file extensions), commands, format, creation of a boot disk, the boot process, swap files. 

Data storage

Hexadecimal representation of data, file formats (including bmp, gif, jpeg & their uses). Disk geometry, Boot sector, partition table, sectors/clusters/cylinders/tracks.  FAT, unallocated file space, root directory, fragmentation, deleted files. Storage media (e.g. magnetic, optical) and forensic implications, deletion and recovering deleted files.

Threats and countermeasures

Viruses (including macro and boot sector viruses), spyware, trojans, worms, spam, on-line security (e.g. scripting threats). Protection systems, including virus scanners, firewalls, policies. Introduction to relevant legal and ethical issues.

Passwords and encryption techniques 

BIOS passwords, password-protected documents, password-cracking tools, DES, PGP, Dongles, compression e.g. ZIP files. 

Forensic Investigation

Principles of investigation, recovery, physical examination and preservation of evidence, investigation – log files, deleted files. Hiding and finding information. Forensic investigation tools. Preparation and presentation of conclusions. 




Learning Outcomes

	On successful completion of this module a student will be able to:

	1.
	Outline the role of the components of a PC and their interaction.



	2.
	Identify the principal elements of an operating system.



	3.
	Explain ways in which data can be hidden within computer systems.



	4.
	Use appropriate tools to display information such as log files, file contents.



	5.
	Describe common threats to a PC and set up appropriate basic defences.



	6.
	Safely recover and examine evidence from the scene.



	7.
	Present evidence discovered during a simple forensic investigation to a non-technical audience.




Teaching and Learning Strategy

	The teaching approach will take account of the students’ limited technical expertise and interests.  The underlying technology and software structures will be presented conceptually to facilitate understanding of threats, tools and techniques and to help students to adapt to changes.

Lectures present factual material, introduce the underlying basic principles and concepts, and explain and justify techniques. Tutorials develop the concepts in an environment that encourages discussion and groupwork. The discussion will include case studies to enhance students’ awareness of ethical issues, including their own responsibilities, and to relate technical issues to a social context. Tutorials will prepare the students for the practical exercises and will be used for presentation and evaluation of results. During practical sessions, students will undertake exercises based on worksheets. These exercises relate theory to a specific platform and cultivate relevant investigative and technical skills. Some exercises will involve analysis and interpretation of evidence and the preparation of a short report, which the group will discuss in a tutorial session.

Students will use on-line sources to find relevant material at an appropriate level. This will include simple tools and information.




INDICATIVE Class Contact

	1:2:2 lecture:tutorial:practical weekly: 60 hours class contact total


INDICATIVE Assessment

	Number of Assignments
	Assessment
	Weighting %
	Type/Duration/

Wordcount (indicative only)
	Learning Outcomes being assessed

	1
	Practical demonstration of competence with an OS and security software
	25%
	Practical write-ups


	LO 4, 5

	1
	Investigation of a system and presentation
	35%
	Report (2000 words)
	LO 4, 5, 6 and 7

	1
	Examination
	40%
	3 hours
	LO 1, 2, 3, 5


Module Pass Requirements

	To pass the module, the student must achieve an overall weighted average of at least 40% with a mark of at least 30% in both examination and coursework components.


Bibliography and Learning Support Material

	Dick, D., (2001) PC Support Handbook Dumbreck
Carter, A., Chalk, B. S., Hind, R (2003) Computer Organisation and Architecture: An Introduction, Palgrave Macmillan

Kruse, W. G & Heiser, J. G. (2001) Computer Forensics: Incident Response Essentials,



Addison Wesley
Silberschatz, A., Baer, P., Gagne, G. (2001) Operating Systems Concepts Wiley

ACPO (2003) Good Practice Guide for Computer Based Electronic Evidence Version 3, 



Association of Chief Police Officers



http://www.nhtcu.org/ACPO%20Guide%20v3.0.pdf (accessed February 2004)

Journals

Computer Fraud & Security (Elsevier / on line through ScienceDirect)

Information Security Technical Report (Elsevier / on line through ScienceDirect)

Computers & Security (Elsevier / on line through ScienceDirect)

Network Security (Elsevier / on line through ScienceDirect)

Computer Law & Security Report (Elsevier / on line through ScienceDirect)

Web Sites

Guidelines for Best Practice in the Forensic Examination of Digital Technology

International Organisation on Computer Evidence 

http://www.ioce.org/fileadmin/user_upload/2002/ioce_bp_exam_digit_tech.html
(Accessed July 2007)
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