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Module Aims

	Organisations and individuals depend on the security of their computer systems to protect those systems and the data that they store, process, and communicate. The data might be, for example: personal and financial details; medical databases; research databases; commercial or military secrets and designs; commercial orders; and so on. Computers might control sophisticated (and perhaps dangerous) hardware. Damage or loss through accident or malicious attack can have serious implications for those affected and can threaten the existence of organisations. Society has become so heavily dependent on computers and networks to support its functioning that computer security is a fundamental human concern.

The personal and economic effects of loss are greater than ever. Moreover, systems are now potentially vulnerable to a wider range of threats, particularly because of the widespread access to the Internet.

To be effective, security measures must be designed into the system and integrated, covering hardware, software, physical and human aspects. Those responsible for the design and implementation of computer security systems require both technical knowledge and an appreciation of the human aspects. They must ensure that the measures are appropriate, cost-effective, and put into action.

The threats and countermeasures are constantly changing. This module examines the technology in sufficient depth to allow the student to adapt to future challenges.  It addresses human aspects at a personal and policy level.

Aims

1. To examine a range of vulnerabilities and attacks on computer systems and networks.

2. To instil a vigilant attitude towards potential system weaknesses.

3. To develop an understanding of methods for protecting communication and computer systems.

4. To encourage a systematic approach to computer security.

5. To integrate the student’s skills by tackling the complex problem of system security.




MODULE Content

	Security policies and procedures. Acceptable use statement. Ethical behaviour. Standards. Documents. RFCs. Data protection. Risk analysis.

Physical computer security. Software computer security. Excessive security.

Authentication procedures. Password security. Biometric information. Intrinsic security of operating systems.

Access control. Services / daemons.

Observing usage. Auditing. Log files.

Reconnaissance. Finding information about computer systems. Public information, whois databases. Port scanning. Vulnerability scanning. Legitimate and illegitimate uses of security software. Mapping networks.

Firewalls. DMZ.

Case studies of security breaches and attacks.

Spoofing. IP spoofing. Mail spoofing. Website spoofing. Source routing. Trust relationships. Man-in-the-middle attacks. Cookies; tracking.

Digital certificates. Digital signatures. Public / private key encryption.

Wireless security. Stealth wallpaper.

Coding security. Buffer overflows; stack, heap overflows; stack canary; etc.

Encryption, cryptography. Symmetric encryption. Asymmetric encryption. Public / private keys. Key distribution. Block ciphers; stream ciphers; cipher block chaining. Algorithms. DES, 3DES, AES. One-way functions. Message authentication. Hashing. Hash functions. MD5. The SHA family.

Viruses, worms, and other malevolent software. Stealth virus, macro viruses, polymorphic virus. Morris worm and others. Detection and removal.




Learning Outcomes

	On successful completion of this module a student will be able to:

	1.
	Explain potential threats to computer systems and networks and appropriate countermeasures.

	2.
	Explain how cryptography can provide a defence against malicious attack.

	3.
	Propose and justify suitable security measures for a networked computer system.

	4.
	Compare tools and techniques for system security.

	5.
	Investigate and report on a security-related topic.

	6.
	Use a range of security tools.


Teaching and Learning Strategy

	The module examines a useful range of the fundamental aspects of computer security. Lectures provide the formal taught content, while the practical / tutorial sessions supplement and support the lectures using a series of mini-assignments that allow a discovery approach to learning. Case studies of security breaches and attacks are also discussed.

Students record in an assessed logbook what they do and what they discover in the practical / tutorial sessions. Two “spot-checks” of the logbooks, conducted in individual discussions, provide continuing feedback, with each check rewarded by +5% for logbooks that are well maintained and on schedule.

The subject material and the software used have the potential to be used legitimately and illegitimately. Students are therefore required to create for themselves, in a democratic exercise, an “acceptable use statement” for the ethical operation of the module, with appropriate penalties for its contravention. All students must sign this statement before the practical / tutorial sessions can begin.

Students are directed to supplementary reading material that elaborates on the topics covered, at the level appropriate to a level 2 module.




INDICATIVE Class Contact

	Lecture – 1 hour weekly, total 24 hours

Practical / tutorial – 1 hour weekly, total 24 hours



INDICATIVE Assessment

The assessment strategy for this module is designed to test all the learning outcomes.  Students must demonstrate successful achievement of these learning outcomes to pass the module.
	Number of Assignments
	Assessment
	Weighting %
	Type/Duration/

Wordcount (indicative only)
	Learning Outcomes being assessed

	1
	Logbook
	50%
	2000 words


	1, 2, 3, 4, 5, 6

	1
	Examination
	50%
	3 hours


	1, 2, 3, 4


Module Pass Requirements

	To pass the module, the student must achieve an overall weighted average of at least 40% with a mark of at least 30% in both examination and coursework components.




Bibliography and Learning Support Material

	Support Material

On-line theme content, practical scripts.

Recommended Books, Journals and Web Sites

Pfleeger C.P., Pfleeger S.L., 2003, Security in Computing, third edition, Prentice Hall / Pearson Education Inc.

Stallings W., 2003, Network Security Essentials: Applications and Standards, second edition, Prentice Hall / Pearson Education International.

Gollmann D., 2006, Computer Security, second edition, Wiley.

Strebe, M., 2004, Network Security Foundations, Sybex Books.    (On-line book.)

Computers & Security, http://www.sciencedirect.com/science/journal/01674048    (Journal.)


(Accessed February 2007)

INFOSYSSEC:
http://www.infosyssec.com/infosyssec/index.shtml (Accessed February 2007)
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