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Module Aims

	This module enhances the students’ understanding of computing technology and introduces the fundamentals of data communications and computer networks. It explains how the basic networking components work and interact to form a system.

This module builds on Introduction to Forensic Computing (CO1503) to

1. Develop students’ understanding of the operation of computer hardware, software and networks

2. Familiarise students with the architecture of a modern PC system.

3. Provide experience of the key elements of an operating system.

4. Introduce common PC attacks and defences
5. Develop skills in finding, understanding and explaining information about computer technology


MODULE Content

	Hardware

Using documentation to understand the architecture of a PC, e.g. motherboard (CPU, memory), graphics card, disks, power supply, network card, disk interfaces (e.g. SCSI).

Data and program representation: character, integer, floating point, machine code & dis-assembly

Software

Principles of assembly language and its execution: arithmetic and logic instructions, nop, test and flow control instructions, registers, stack, memory, illustration through viruses and buffer overflow.

Introduction to high-level programming concepts: iteration, sequence, selection, functions, parameter passing, data types, strings, structures and arrays. Scripting (e.g. javascript, Word Macros).

Concepts of dynamic data structures: pointers, lists, trees to enable understanding of filing systems.

Operating System Concepts: concurrency, filing systems (FAT, NTFS), file types (identifying file signatures), virtual memory and swap files, passwords. Program installation, registry.

Use of operating systems: Unix, Windows, directory and file operations, command line interface

The filing system, swap files and the registry as sources of evidence.

Networks

Data communications concepts: protocols, OSI 7-layer ISO model

Error detection: parity, CRC

Computer Networks, LANs, WANs

Topology & Access methods including CSMA/CD

World-Wide Web: client / server & caching. purpose of TCP/IP, HTTP

Wireless Networking: WiFi and security problems

Troubleshooting PC network configuration: simple configuration settings and commands such as Ping, Traceroute, ipconfig etc. Installing and configuring a firewall

Logs and caches as sources of evidence


Learning Outcomes

	On successful completion of this module a student will be able to:

	1.
	Outline and use services provided by Windows and Unix



	2.
	Explain the operation of a simple program



	3.
	Use appropriate documentation to interpret the contents of computer memory 



	4.
	Explain the operation of the components of a computer system


	5.
	Use literature to explain the purpose and operation of communication protocols



	6.
	Explain how the operation of a computer or communication system may create digital evidence (e.g. cache, file system, Internet logs)



	7.
	Use documentation to configure and check system components (e.g. IP addresses, registry settings)


Teaching and Learning Strategy

	Where possible, the material will be presented with an emphasis on the relevance to forensic computing. For example, an analysis of the boot sector will be used to demonstrate a hex editor and the representation of machine code and data; file recovery will motivate the study of file systems, the examination of programming will be used to explain viruses and buffer overflow attacks, and the operation of the Internet will emphasise the opportunity offered by caching and logs for monitoring the sites accessed by a user.

Although the module will introduce useful software e.g. a Hex editor for examining disk files, tools for examining computer memory, ping, and traceroute, the emphasis is on developing the student’s understanding of system components and their operation.

Concepts of high- and low-level programming languages will help students to understand security threats (e.g. buffer overflow and viruses) and to interpret computer memory. Students will be expected to be able to read but not design simple programs in a scripting language (e.g. JavaScript, VBA).

Dynamic data structures will be presented diagrammatically and used to help understand the mapping of a file system to disk blocks and the artefacts left after deletion.

Lectures will introduce components and their operation. Tutorials will be used to analyse excerpts from technical manuals and for exercises to clarify the material. 

Practical work will include the use of manuals and documentation to explore the operation of hardware and software components. Exercises will include the use of command-line user interface under Windows and basic Unix facilities, and the use of a forensic tool to examine computer memory.

Students will use learning resources such as the Web and on-line literature.


INDICATIVE Class Contact

	Lecture 1 hour per week, Tutorial/Practical 1 hour per week, Directed Work 1 hour per week

Total 72 hours




INDICATIVE Assessment

	Number of Assignments
	Assessment
	Weighting %
	Type/Duration/

Wordcount (indicative only)
	Learning Outcomes being assessed

	1
	Portfolio
	30%
	Lab exercises


	1-7

	1
	Investigation of hardware / software / network technology
	30%
	Report


	4, 6

	1
	Examination
	40%
	3 hours


	1, 2, 3, 4, 5, 6


Module Pass Requirements

	To pass, a student must obtain a weighted average of 40% with a minimum of 30% in the examination and coursework components.


Bibliography and Learning Support Material

	Support Material

On-line lecture notes, tutorial worksheets and practical exercises

Recommended Books, Journals and Web Sites

Carter, A., Chalk, B. S., Hind, R (2003) Computer Organisation and Architecture: An Introduction 2nd ed., Palgrave Macmillan

Watson, R. (2003) Introduction to Operating Systems and Networks, Prentice Hall

Silberschatz, A., Baer, P., Gagne, G. (2005) Operating Systems Concepts, Wiley

Kruse, W. G & Heiser, J. G. (2001) Computer Forensics: Incident Response Essentials,



Addison Wesley
Casey, E. (ed.) Handbook of Computer Crime Investigation: Forensics Tools and Technology 



Academic Press 2002
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