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MODULE DESCRIPTOR

	Module Title
	Investigating Hardware & Operating Systems

	Module Code
	CO2513
	CREDIT

VALUE
	20

	Module Delivery
	Year

	Module TUTOR
	John Dempsey & Elizabeth Baker

	date 

Approved
	July 2007
	VERSION NUMBER
	1

	DEPARTMENT
	Computing
	PARTNER INSTITUTION
	


Relationship with other Modules

	Co-requisites


	
	Pre-requisites
	CO1501 &

CO1503
	Excluded Combinations
	


Module Aims

	1. To enhance the students’ understanding of computer hardware

2. To deepen the understanding of the management of operating systems

3. To develop skills in planning subject of incident response

4. To foster a rigorous approach to evidence recovery

5. To develop skills necessary for live investigation of data




MODULE Content

	Evidence Acquisition


EnCase acquisition tool, DOS and Linux variants, DD, chain of custody, evidence labelling, 
PC Based evidence, non-PC based evidence, working with Law Enforcement (or their 
agents), adherence to relevant guidelines (e.g. ACPO), EnCase to view file data structures

Hardware Identification


Hardware operation: components, capabilities and operation

Using documentation to understand the architecture of a PC, e.g. motherboard (CPU, memory), graphics card, disks, power supply, network card, disk interfaces (e.g. SCSI).

Data and program representation: character, integer, images and other file types

Locating hardware based identification numbers and tracking these to discover hardware compatibilities.

Incident Response


Planning system use policies, incident response plan, testing plans to perceived threats

Operating System

Operating systems use: Linux & Windows


System use policies, operating system management, network-based share permissions and 
privileges, operation of threat counter-measures, backup and recovery of data, file system 
data structures, disaster recovery, remote installation, management of security software (for 
example Active Directory)

Live Investigations


Windows Management, hardware, logistical issues, computer monitoring using tools such as 
Windows Security Auditing, Surveillance Software and network analysis tools.

Legal and ethical issues


Data Protection Act, Computer Misuse Act, Regulation of Investigatory Powers Act, 
Communications Act. Computer Crime




Learning Outcomes

	On successful completion of this module a student will be able to:

	1.
	Research and apply appropriate literature to identify computer hardware and compatibilities

	2.
	Use appropriate techniques to develop, monitor, control and test an incident response plan



	3.
	Demonstrate a security conscious approach to the operation of networked machines



	4.
	Discuss the legal and ethical issues relevant to incident response



	5.
	Explain how the operation of a computer system may create digital evidence (e.g. cache, file system, Internet logs)



	6.
	Acquire digital evidence using forensically sound techniques



	7.


	Evaluate critically the data structures used in a computer-based filing system


Teaching and Learning Strategy

	Where possible, the material will be presented with an emphasis on the relevance to investigations. For example, an analysis of the boot sector could be used to demonstrate a hex editor and the representation of machine code and data; file recovery will motivate the study of file systems.

Diagrams will be used to help understand the mapping of a file system to disk blocks and the artefacts left after deletion.

Lectures will introduce components and their operation. Tutorials will be used to analyse excerpts from technical manuals and for exercises to clarify the material. 

Practical work will include the use of manuals and documentation to explore the operation of hardware and software components. Exercises will include the use of command-line user interface under Windows and basic Unix facilities, and the use of a forensic tool to acquire and examine digital evidence. Non-assessed groupwork will be used to encourage discussion.

Students will use learning resources such as the Web and on-line literature.




INDICATIVE Class Contact

	1 x Lecture (Total: 24 hours)

1 x Tutorial/Practical (Total: 24 hours)

1 x unsupervised information finding and laboratory exercises (Total: 24 hours)


INDICATIVE Assessment

	Number of Assignments
	Assessment
	Weighting %
	Type/Duration/

Wordcount (indicative only)
	Learning Outcomes being assessed

	1
	Portfolio
	50%
	3 pieces of work. Typically involving: evidence acquisition, building incident response plan
	1, 2, 3, 6

	1
	Examination
	50%
	3 hours
	1, 2, 4, 5, 7


Module Pass Requirements

	To pass the module, the student must achieve an overall weighted average of at least 40% with a mark of at least 30% in both examination and coursework components.




Bibliography and Learning Support Material

	Support Material

 On-line lecture notes, tutorial worksheets and practical exercises

Recommended Books, Journals and Web Sites

Watson, R. (2003) Introduction to Operating Systems and Networks, Prentice Hall

Carter, A., Chalk, B. S., Hind, R (2003) Computer Organisation and Architecture: An Introduction, Palgrave Macmillan

Kruse, W. G & Heiser, J. G. (2001) Computer Forensics: Incident Response Essentials,


Addison Wesley
Casey, E. (ed.) (2001) Handbook of Computer Crime Investigation: Forensics Tools and Technology  Academic Press 
Additional Material

(All accessed January 2007)

             Hardware overviews

http://www.karbosguide.com/

http://www.howstuffworks.com/pc.htm

http://en.wikipedia.org/wiki/Hard_disk
General Articles on Computer Crime

Parliamentary Office of Science and Technology COMPUTER CRIME

http://www.parliament.uk/documents/upload/postpn271.pdf

Australian Institute of Criminology Publications

http://www.aic.gov.au/topics/cybercrime/publications.html

Specific Crimes

Privacy and Pornography

http://courses.cs.vt.edu/~cs3604/lib/Privacy/Dean.html

Hacking

Two Views of Hacking

http://www.xnn.com/TECH/specials/hackers/qandas/

Hacking Motives

http://www.aic.gov.au/publications/htcb/htcb006.html

Over-reacting to Hacking?

http://www.eff.org/Net_culture/Hackers/us_v_craig_neidoff.article

The effect on Neidoff on other people affected

http://www.webster.edu/philosophy/~umbaugh/courses/frosh/dairy/sjackson.htm
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