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Module Aims

	1. To raise awareness of the need for penetration testing.
2. To provide students with the experience of testing a network’s security both internally and externally.
3. To develop an understanding of the legal and ethical issues concerning penetration testing.
4. To encourage students to expand their knowledge about network security from published research materials and to conduct independent investigations into network security related areas.




MODULE Content

	In 2007 the retailer TK Maxx revealed that over 40 million customers credit card details had been stolen by hackers.  It is believed that the hackers accessed the customer information via a wireless network.  This is an extreme and well publicised case of hacking but it is indicative of the potential problems faced by virtually every organisation that uses a computer network.  In order to provide the best possible defence for their networks professionals need to know how to rigorously test their systems both internally and externally, using the methods and the tools that hackers employ.

Introduction to Ethical and Legal hacking

Internal and External Threats

Network Vulnerabilities

Information Seepage

Penetration Testing Methodology and Documentation

Passive Information Gathering

Wireless Networks

Building a Virtual Test Platform

Black Box versus Full Knowledge Testing

Relevant Standards and guidelines for Penetration Testing, e.g. CREST, CHECK OSSTMM

Evaluating and Deploying Appropriate Penetration and Hacking Tools

Intrusion Monitoring and Detection


Learning Outcomes

	On successful completion of this module a student will be able to:

	1.
	Develop an appropriate methodology for testing networks in both a legal and an ethical manner.


	2.
	Carry out fully documented internal and external security evaluations of networks.


	3.
	Recommend and implement changes to a network’s security in response to identified weaknesses and threats.


Teaching and Learning Strategy

	This module will provide students with the skills and knowledge through small group seminars and practical work. It will take the view point, put forward by Paul Midian of Insight Consulting Ltd, that the end point of any penetration test is a report containing details of tests carried out, vulnerabilities and exploits discovered plus recommendations for improving security.

3 case studies will be used, the first covers passively gathered information from a black box point of view, the second deals with testing networks from within the firewall with partial knowledge of the system, the third from an external position, again this will be black box testing. All the practical work involving active penetration testing will take place on isolated virtual networks. At no point will the students deploy penetration techniques on live networks within the university.  All three assignments will require the students to reflect on both the legal and ethical issues raised by the work they have completed.
Students are expected to be actively engaged in research activities into relevant topics by making full use of external learning resources, such as the Web, magazines, and other professionally published material



INDICATIVE Class Contact

	3 Hours per week Split 1:2 Seminar :Practical  (I.5 hour unstaffed)


INDICATIVE Assessment
	Number of Assessments
	Assessment
	Weighting %
	Type/Duration/

Wordcount (indicative only)
	Learning Outcomes being assessed

	1
	Assignment
	35%


	Passive information gathering - Investigation and report.  
	L2

	1
	Assignment
	35%


	Internal information gathering – Investigation and report.
	L1 L2 L3

	1
	Assignment
	30%
	External information gathering – Investigation and report.
	L1 L2 L3


Module Pass Requirements

	To pass the module students should achieve an overall average of 40% or more.



Bibliography and Learning Support Material

	Hacking for Dummies.  Kevin Beaver.  John Wiley & Sons; 2nd Edition edition (31 Oct 2006)
ISBN-13: 978-0470052358 

Penetration Tester's Open Source Toolkit: 2  Chris Hurley  Syngress; 1 edition (22 Nov 2007)
ISBN-13: 978-1597492133

Build Your Own Security Lab: A Field Guide for Network Testing Michael Gregg.  John Wiley & Sons; (25 April 2008)  ISBN-13: 978-0470179864 
Network Security Assessment: Know Your Network (Paperback) by Chris McNab 

O'Reilly Media, Inc.; 2 edition (1 Nov 2007)  ISBN-13: 978-0596510305

On line Resources

EC-Council  http://www.eccouncil.org/
OSSTMM Open Source Security Testing Methodology Manual. http://www.isecom.org/
Carnegie Mellon University's Computer Emergency Response Team  http://www.cert.org/
SANS Institute http://www.sans.org
Black Hat http://www.blackhat.com
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