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Module Aims

	1. To develop the students’ understanding of networking technologies. 
2. To develop the students’ ability to identify potential applications where specific networking technology may be applied. 
3. To develop the students’ practical ability to design, implement and configure secure computer networks.


MODULE Content

	This module will introduce the principles of computer networking; how networks are configured, constructed and implemented. Specific networking aspects introduced in this module will include the OSI and IEEE network models and standards, network hardware and software.  Different types of networks will be discussed and created such as peer-to-peer and client/server.  The hardware covered will include Network Interface Cards (NIC’s), repeaters, hubs, bridges, switches, and routers.  How this hardware is implemented within a networked environment will be examined where possible in practical lab sessions.  This module will develop the student’s understanding of computer networks and its role in business.  Students will study the advantages and disadvantages of the various types of computer networks, and where each is most applicable.

Topic/Knowledge

Networking principles


Topology


Protocols


Media


TCP/IP – What it is


Advantages/Disadvantages of networks

Networking Hardware


Network Interface Cards (NIC’s)


Repeaters


Hubs


Bridges


Switches


Routers

Networking Standards


OSI 7 Layer model


IEEE 802 standards

Network Operating Systems


Peer-to-Peer


Client/Server



Security issues


Learning Outcomes

	On successful completion of this module a student will be able to:

	1. Critically evaluate the operating principles of various network configurations.
2. Understand the function and role of the various hardware components within a network.
3. Design and justify a network suitable for a given scenario.
4. Implement a network.
5. Identify issues of security with regard to a network operating system.


Teaching and Learning Strategy

	Lectures will cover the basic principles of networking and where the OSI and IEEE standards apply. Throughout the module, examination of networking technology will be, where possible, supported by practical exercises in the laboratory.  Lab sessions will look at how networks are constructed, and the role that the network hardware and software plays will be examined.  Theoretical content will be used to support the practical evidence gained within the lab sessions. Further reading will also be necessary to enable the students to broaden their theoretical knowledge.


INDICATIVE Class Contact

	Lecture - 1 hour weekly (total 24 hours);

Tutorial – 1 hour weekly (total 24 hours)

Practical – 1 hour weekly (total 24 hours).


INDICATIVE Assessment

	The learning outcomes will be assessed within the courseworks. There will typically be 2 courseworks over the module duration, one of which will be a timed assessment.

	Number of Assignments
	Assessment
	Weighting %
	Type/Duration/

Wordcount (indicative only)
	Learning Outcomes being assessed

	1
	Investigation into networking devices

	40%
	1500 word report
	1,2

	1
	Lab exercises to develop and assess practical application

	60%
	Assessed lab activities along with a brief written account of lab work
	3,4,5


Module Pass Requirements

	To pass the module, the student must achieve an overall weighted average of at least 40% and at least 30% in each coursework 
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